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Abstract

Introduction

The security of the Internet of Things (IoT) has still not gained enough attention from

One of the main aims of the VARIoT (Vulnerability and Attack Repository for IoT) project

researchers, developers and manufacturers, which results in exposing IoT users to

was to create vulnerabilities and exploits database dedicated to the Internet of Things,

possible threats. To make this situation a bit better, we have created, under the

which will be constantly updated by harvesting various sources of information publicly

VARIoT (Vulnerability and Attack Repository for IoT) project, a database of

available on the Internet. All these actions are important for various types of stakeholders,

information about vulnerabilities and exploits in the Internet of Things.

such as:
• CSIRTs (Computer Security Incident Response Teams)
• device producers and users
• Internet service providers, network owners

Sources of information

Approach and process of creation

Availability of the database

Trust management and metainformation extraction
To extract specific information from the block of text we have:
• used various artificial intelligence and natural language processing mechanisms
• prepared dictionaries containing information about vendors, models, device types
and vulnerability types. Such dictionaries were used in two ways: as keywords to be

• It is possible to get the information both on the webpage and by API

• Data will be available also in data.europa.eu Portal (through the Poland’s Open Data
Portal) as well as in other sources such as MISP (Malware Information Sharing
Platform), which is commonly used by the community of cybersecurity analysts

searched in text and as training datasets for other methods.
The process of evaluation of trust to information takes into account various factors:
• the reputation of each source estimated on the basis of its reliability
• general accuracy and comprehensiveness of information presented in the source

• recognition of the source in community
• documentation about the source
• stability and the uniqueness of information provided as well as self-consistency of
information within the source.
• consistency with information from other sources is also taken into account during
trust estimation

Contents of the database
Every entry in the database contains information about a single vulnerability or exploit.
The information includes, but is not limited to:
• title and description of the vulnerability or exploit

Our websites

• severity level and CVSS (Common Vulnerability Scoring System) score
• affected products

• identifiers from external databases
• level of trust related to every piece of information
• references
• information about patches and remediations
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