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Abstract

The poster presents outcomes of the process of creating a

database that aggregates information about

vulnerabilities and exploits regarding devices of the

Internet of Things. The database was made under the

VARIoT (Vulnerability and Attack Repository for IoT) project

and is currently available online at variotdbs.pl. The aim of

the database is to increase the level of security of IoT.

Reasons for creating the database

• lack of wide-known repository of such information 

dedicated to IoT

• there are well-known databases of vulnerabilities (e.g. 

NVD) and exploits (exploit-db), they have a much

wider scope than IoT, and they are not adjusted to the 

specificity of IoT

• information about vulnerabilities and exploits are 

dispersed over many sources

Database architecture

Trust management

Trust evaluation is done to:

1. choose the most relevant information

2. present a trust score of created (correlated) information as a way of evaluating its reliability

3. identify vulnerabilities and exploits related to IoT

Trust evaluation is done on the basis of:

• reputation of the information source 

set on the basis of expert knowledge and historical quality of the source

• convergence of information from different sources

• method of aggregation and classification performed

• additional searches

• verification performed and changes introduced by analyst

Contents of the database

Every entry in the database contains information about a single vulnerability or exploit.

The information includes, but is not limited to:

• title and description of the vulnerability or exploit

• severity level and CVSS (Common Vulnerability Scoring System)

• affected products

• identifiers from various databases

• level of trust related to every piece of information

• references

• information about patches and remediations
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Our websites

Requirements

• monitoring of information emerging in independent sources

• automatic harvesting and updating information

• storing historical information

• having rules of aggregation, correlation and conflict resolution

• ability of information enhancement, on the basis of:

• extraction and classification of metainformation

• trust evaluation

Approach and process of creation

Filtering

Search engine

Availability of the database

• it is possible to get the information both on the webpage and by the API

• data is also available in data.europa.eu (through the Poland’s Open Data Portal) as well 

as in other sources such as the MISP platform (Malware Information Sharing Platform)
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